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HOWTO Setup BIND9 DNS Server  (i{a[ % B Bind9 DNS
5545 )

This HOWTO is aimed to at people looking to learn how to configure and maintain a
DN setrver, such as for a network or to serve DNS zones for a domain name.

AFE A 45 IR LA S ] BC B RN 4E S DNSHR ST SN, B R HEA 28 5
DNS zones(DNSI)#& it Domain Name(Ji 44) ik 55

Repositories 34

BIND9 is available in the core Ubuntu repository. No additional repository needs to be
enabled for BINDY.

BINDY B 24 &7 Ubuntu AZ.0 . BINDO FEANTE 2R I H BN E .

Before we begin, you should be familiar with RootSudo.

TEFRADTIRZ A, HR% A RootSudo,
Installing BINDY (%3t BINDY)

The Server
ARk 45 %%

_____________________________________________________________________________________________

Useful Tools (For Testing)
AT E (WA

Documentation (Optional)

SRS (Arak)

_____________________________________________________________________________________________

BIND9 Scenarios

There are many setups BIND9 may be configured.

BINDY W] DL 2254 e B vF 20 28 2

The most useful setups are: x5 FHHIACE A

Caching Server (Z& P IR557%)

This can be useful for a broadband connection to a host or small network. By caching
DNS quetries, you reduce the bandwidth used and (hopefully) reducing your bandwidth
used (and hopefully even your broadband bill!).
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N T L A EALBUNM AR B AT AR . lad 22 DNS BAS, &l DL
PEHEFE, BB AT A B SRR ] (A BT ) .

Master Server (FJJR5578)

BIND?Y can be used to serve DNS records (groups of records are referred to as zones) for a
registered domain name or an imaginary one (but only if used on a restricted network)
BIND w] DL F 0 EFEM SRR (AT 2R H) a4t DNS g5 (517
BHIERA) .

Slave Server (M IRS578)

A slave DNS server is used to complement a Master DNS server by serving a copy of the
zone(s) configured on the Master server. Slave servers are recommended in larger setups
(larger networks or on the internet) if you intend to power a registered domain name,
since they ensure that your DNS zone is still available, even if your Master server is not
online.

MRS 75 FH T At — AN TE MR S5 25 LB IR e B &5 o AR AR S — AN
A4 EEBOR IR S5 s FITERCR RIS CRORHY 28 sl e R ) E) o B XA
AT AR OR AR HY) DNS i AR B IR 55 20 A TR B S DL MR IR AT H o

Hybrids (ZANER)

You can even configure BIND9Y to be a Caching and Master DNS setver simultaneously, a
Caching and a Slave server or even a Caching, Master and Slave server. All that is
required is simply combining the differnet configuration examples from this document.
2T LI BINDY [5] fil B8 — N RS &, — ik & — Mk
Fan, HER—AZEMN. £ MRS E . MITA X —U R T A SCR  AS F B E
A IFE— AT LT

Stealth Servers (FAZFR552%)

There are also two other common DNS server setups (used when working with zones for
registered domain names), Stealth Master and Stealth Slave. These are effectively the
same as Master and Slave DNS servers, but with a slight organisational difference.

A AP R DNS IR 55 et ede (Ml 44E1T) « FAR EIRSS A FIFA
ARG %5 ENIMIEMSE. M DNS RS ZMIFEW, HAEHRE EAFAR .

For example, you have 3 DNS servers; A, B and C.
flan, EAT3ANDNSkSS4R: Ay BAICo

A is the Master, B and C are slaves.
AJEERS %%, BRMCE MRS 25

If you configure your registered domain to use A and B as your domain's DNS servers,
then C is a Stealth Slave. It's still a slave, but it's not going to be asked about the zone you
are serving to the internet from A and B

IR AK A FN B FCE BRI DNS k4545, G CR— MR MRS &, Bl
NIIRSS &%, (BB BRI PR HEAR S5 1 A 1 B o i ) Ho il 3l
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If you configure your registerd domain to use B and C as your domain's DNS servers, then
A is a stealth master. Any additional records or edits to the zone are done on A, but
computers on the internet will only ever ask B and C about the zone.

IR B A C BB AR DNS Rg54%, )5 A B— AR EIRG Ao AEMIFT
?ﬂjl% FRC SR O IR S B #7E A B (HYEEIRI BRI & B F1 C i)

DNS Record Types (DNS jo32RA1)

There are lots of different DNS record types, but for a someone reading this document,
you need only deal with these record types

DNS e RBRAME AR, AT AR AR5, BOTR B4 DL X
Lg R RAY

Address Records (Hihkid %)

The most commonly used type of record.

B R IE R A

Alias Records (H£iE3%)

Used to create an alias from an existing A record. You cannot create a CNAME record
pointing to another CNAME record.

WHT I —ACER A TR G . BARERE—CNAMED R85 1 5 —4
CNAMEiZ .

_____________________________________________________________________________________________

'mail IN  CNAME www E
www N A 1234 5

Mail Exchange Records (A2 #eid %)

Used to define where email should be sent to. Must point to an A record, not a CNAME.
BT AR R M AL AR I —A A g, FEER CNAME,

Name Server Records (344 IR 552510 5%)

http://wiki.ubuntu.org.cn/BIND FA4T (*1370)
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Used to define which servers serve copies of this zone. It must point to an A record, not a

CNAME.
BT SO 55 d R B DI P DL, b iR [ — A Adeak, ARk
CNAME,

This is where Master and Slave servers are definied. Stealth servers are intentionally
omitted.

RXAE LT MRS SR T o AR IR S5 apA RS

Configuring BIND9 ([if'& BIND9)

BINDY Configuration files are stored in

BINDY Jig B A F B R A7 1E

_____________________________________________________________________________________________

The main configuration is stored in the following files

ERCE SRR T 5 S

'/etc/bind/named.conf E
/etc/bind/named.conf.options
//etc/bind/named.conf.local :

_____________________________________________________________________________________________

Caching Server (ZZMARST#%)
The default configuration is setup to act as a caching server by default.
B IRAS T kU 4 P2 b 25 SR B B

All that is required is simply adding the IP numbers of your ISP's DNS servers.

JIT A AR R R T B R I S ISPAYDNS fiie 55 g 1P T 2.

Simply uncomment and edit the following:
R ORI g T AN 2

inamed.conf.options:

L]

Eforwarders {
1.2.3.4;
5.6.7.8;

i
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_____________________________________________________________________________________________

(where 1.2.3.4 and 5.6.7.8 are the IP numbers of your ISP's DNS servers)
(Hrp 1.2.3.4 F1 5.6.7.8 24 ISP |+ DNS k4551 1P,

Master Server (F RS 2%)

To add a DNS zone to BINDO9, turning BIND9Y into a Master setver, all you simply have
to do is:

F5 N DNS 48] BINDY, ik BINDY ik E RS54, BT T s

_____________________________________________________________________________________________

1
‘inamed.conf.local:

0]

izone "example.com" {
itype master;
:rﬁle "/etc/bind/db.example.com";

Now use an existing zone file as a template

PAEE I — A E A BOCE AR

_____________________________________________________________________________________________

Now, to edit our zone

U, S I3

db.example.com:

;; BIND data file for local loopback interface

[
»

$TTL 604800
@ IN SOA localhost. root.localhost. (

51 ; Serial

604800 ; Refresh
186400 ; Retry
2419200 : Expire

604800)  ; Negative Cache TTL

@ IN NS localhost.
@ IN A 127.0.0.1

_____________________________________________________________________________________________
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Edit localhost. to the FQDN of your setver, with an additional "." at the end.
4l localhost. 451 i 26i1) FQDN. ZE AT MBI ™.

Edb.example.com:

il

; BIND data file for local loopback interface

.
1y

STTL 604800

@ IN  SOA  box.example.com. root.localhost. (
504800 ; Refresh

86400 ; Retry

12419200 ; Expire

'604800 ) ; Negative Cache TTL

! ; Serial :
@ IN NS localhost. :
@ IN A 127.0.0.1 ;

Edit root.localhost to be your email address, but with a "." instead of the "@", and

another "." at the end.

é)ﬁiﬁ root.localhost f5 IR HREE ML, A EH """ RE "@", B—"" BER
B o

Eg:

{5 4m -

johndoe@exmaple.com should be added as johndoe.example.com.
johndoe@exmaple.com ¥;fii B johndoe.example.com. BFE RN o

Increment the Serial number (you must increment the serial number for every time you
make any changes to the zone file and reload the zone by restarting BINDO. If you make
multiple changes before restarting BIND9Y, simply increment the serial once.

BRSNS (R FHE 345 YOI At B8 i@ i B BIND g 5| sk i 15 m
%’&?@J?ﬁﬂ%o IREAEE ST BINDY ZHifit 7 2 A2, R m—k 555 5

] o

Tip: Many people like to use the last date edited as the serial of a zone, such as
2005010100 which is yyyymmddss (where s is serial)

Bir5: V% NERAE I ER i) HAVE S P55, BNl yyyymmddss B
2005010100 ,

Now, you can add DNS records to the bottom of the zone. Do remember to increment the
serial as you add entries though.

BUAE, ST LUK DNS SER ISR R ICE DB H 25 2515

Slave Server (M IRS578)
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First, on the master server, you have to allow the zone transfer. The sample zone
definition in /etc/bind/named.conf.local should like this:

B\, TEERSE L, BB AR DE . XAME
/etc/bind/named.conf.local His & LRGN T BT :

zone "example.com" {

Etype master;

:rﬁle "/etc/bind/db.example.com";
allow-transfer {

E@ip_slave;

On the slave, you have to proceed to the same installation that was done on the mastet.
Then edit the /etc/bind/named.conf.local and add the following declaration for the
zone:

TEMIRST 5 b, BORDLAG RS # b — R . 5 Y
/etc/bind/named.conf.local 3 A 70 T %1 55 B -

izone "example.com" {

Etype slave;

ifile "/etc/bind/db.example.com”;
Emasters { @ip_master; };

%

Restart the server, you should see in /var/log/syslog something like:
HgRS A, EKAE /var/log/syslog 2B F T IR :

_____________________________________________________________________________________________

isyslog.5.gz:May 14 23:33:53 smith named[5064]: zone example.com/IN: transferred serial 2006051401 :
'syslog.5.gz:May 14 23:33:53 smith named[5064]: transfer of 'example.com/IN' from 10.0.0.202#53: end of 1

_____________________________________________________________________________________________

Chrooting BINDY9

Chrooting BIND?Y is a recommended setup from a security perspective. In a chroot
enviroment, BIND9 has access to all the files and hardware devices it needs, but is unable
to access anything it should not need.

Chrooting BINDY M %24 £ SR i g iR 1 2238 . 78 chroot IR4EH, BIND9 1] D),
Vi A B BT B SRR . ERBED B P A e A
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To chroot BIND9Y, simply create a chroot enviroment for it and add the additional
configuration below

% chroot BINDY, W F5 5 B —4> chroot JREGIFFE T W FRANA ML E. -
The Chroot Enviroment (Chroot ¥f1%)

Create the following directory structure

B T I H R 450

_____________________________________________________________________________________________

E$ sudo mkdir —p /chroot/named E
$ cd /chroot/named
i$ sudo mkdir —p dev etc/namedb/slave var/run i

Set permissions for chroot environment

A chroot I13E 3 B AR

$ sudo chown root:root /chroot

$$ sudo chmod 700 /chroot

'$ sudo chown bind:bind /chroot/named
$ sudo chmod 700 /chroot/named

Create or move the bind configuration file.

A a8 3 bind BUE I

L e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e i e e e e e e e e e e e e e e e e 4
or
ﬁ
[T - TS TT T T T T T T T T T T T T T T T T ST T T ST T T ST T T TS T T TS T T ST T T T T T T T TS T T TS T ST T T ST T T ST ST ST S ST E s S s EE e E e e E T 1

_____________________________________________________________________________________________

Give write permissions to the user bind for /chroot/named/etc/namedb/slave directory.

¥ /chroot/named/etc/namedb/slave H 5 )G AR F bind F F .

_____________________________________________________________________________________________

This is where the files for all slave zones will be kept. This increases security, by stopping
the ability of an attacker to edit any of your master zone files if they do gain access as the
bind user. Accordingly, all slave file names in the /chroot/named/etc/named.conf file will
need to have directory names that designate the slave directory. An example zone
definition is listed below.

FAT BT A o SORETT LU 2 A . I % 580 T bind FHLP AR
PR, AT A IS U T30 . IHAE /chroot/named/ete/named.conf 3¢
@E%%ﬁ%Miﬁ%%Mﬁ%ﬁ%ﬁMﬁ%%E%%oTE%&T—ﬁﬁ%X%
AN LIE

_____________________________________________________________________________________________

: :
zone “my.zone.com.” { '
, y. . . !
1 1

1
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itype slave; i
file “slaves/my.zone.com.dns”; E
masters {
110.1.1.10; :

Create the devices BINDY requires
@1 BINDO ) 575

$ sudo mknod /chroot/named/dev/null ¢ 13
E$ sudo mknod /chroot/named/dev/random c 1 8

_____________________________________________________________________________________________

Give the user bind access to the /chroot/named/var/run directory that will be used to
strore PID and statistical data.

43 bind Jfj i /chroot/named/var/run HRMAR, % H M TR PID AR
LS

_____________________________________________________________________________________________

BIND9Y's Configuration (BINDY Hjif )

Edit the bind startup options found in /etc/default/bind9. Change the line the reads:

¥ /etc/default/bind9 F14g4E bind JBEET . JRREITTAF :

!/etc/default/bind9: i
'OPTIONS="—u bind” !

_____________________________________________________________________________________________

So that it reads

BAES
i/etc/default/bindQ:

‘OPTIONS="-u bind -t /var/named -t /chroot/named -c /etc/named.conf"

_____________________________________________________________________________________________

The -t option changes the root directory from which bind operates to be /chroot/named.
The -c option tells Bind that the configuration file is located at /etc/named.conf.
Remember that this path is relative to the root set by -t.

BET -t ¥4 bind EAEAIAR H MK /chroot/named, BEI -c M| &ff bind Pt & SCAFFE
/etc/named.conf, JeAFH -t B E R AH XS B4R

The named.conf file must also recieve extra options in order to run correctly below is a
minimal set of options:

named.conf SCHHIMIEEZ MR IR MEIER 1297, T /A4 -

_____________________________________________________________________________________________

E/Chroot/named/etc/named.conf: E
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Eoptions {

directory "/etc/namedb";

pid-file "/var/run/named.pid";
Estatistics—ﬁle "/var/run/named.stats";

(Author Note: Check this config)
FEE: mEZIRE)

Restart the syslog server and BINDY (T J3 syslog [l %} BIND9)

$ sudo /etc/init.d/sysklogd restart
$ sudo /etc/init.d/bind9 restart

At this point you should check /var/log/messages for any errors that may have been
thrown by bind.

XH, BERKA /var/log/messages A bind 5| EHIEH TR
Starting, Stopping, and Restarting BIND9 (FF44. {5 - f1H 5§ BIND9Y)

Use the following command to start BINDO :

il F T %1 iy & JF 46 BINDO:

_____________________________________________________________________________________________

Ik, A

_____________________________________________________________________________________________

Finally, to restart it, run
&E, BERE, 217
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Status (IRA)
To check the status of your BIND9 installation:

TR A A BINDO 223k 25

_____________________________________________________________________________________________

(where localhost is the system you are setting BIND9 up on. If not localhost, use the
appropriate IP number.) (¥EiXH localhost B 2238 BINDY () R 45, R AE
localhost, Jf 2 fdf & 24 1Y IP #oht. )

Tips & Tricks (32 R5EHT5)
Additional Possibilities ([ffiiZRE

You can monitor your BIND?9 setver usage by installing the bindgraph package from the
Universe (To enable Universe - see AddingRepositoriesHowto) and following
configuration details as outlined in bindgraph's README documents

A DI Universe JFEdr2228% bindgraph £, (ZL 7% Universe [ - &0
AddingRepositoriesHowto) , JfF Bk MWL A5 BINDY fik 55 2 i i, B B4 57T
DL7E bindgraph README A% th 3,

Further Information (B Z{EH)

Online Recources ({fEZR%EH)

"ISC's BINDY Manual"
TLDP's "DNS HOWTO" (For General Overview)

"Chroot BIND Howto"

Printed Resources (F[Jfil|%& )

"DNS & BIND" - Paul Albitz & Cricket Liu - 4th Editi

B g “http:/ /wiki.ubuntu.org.cn/index.php?title=BIND&oldid=152675"

R RS
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